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eHHR Enhanced Memorandum of Understanding (E-MOU)

WITNESSETH:

WHEREAS, the Secretaries of Health and Human Resources, Public Safety, Commerce and
Trade, Technology, and Transportation desire to establish the eHHR Enhanced Memorandum of
Understanding (“E-MOU”) with the goal of enhancing the security of data maintained and
exchanged by the participating organizations for the benefit of the Commonwealth of Virginia and
individuals participating in programs operated by organizations under these Secretariats;

WHEREAS, the participating organizations can be agencies within these Secretariats,
county-level offices, city offices, non-profit groups, federal agencies, authorized business partners,
private entities or other associations that perform or support services for individuals participating
in programs under these Secretariats;

WHEREAS, the participating organizations desire to securely exchange data as permitted or
required by applicable law in order to increase the efficiency and effectiveness of programs
operated by the Commonwealth of Virginia and individuals participating in such programs;

WHEREAS, the participating organizations agree to comply with this E-MOU and its
supporting appendices adopted with the goal of promoting and supporting the secure exchange of
data. This E-MOU is not intended to preempt in any manner or presume any statutory duties or
authority granted to the participating organizations. Rather, the participating organizations enter
into this E-MOU to enable their voluntary participation in the Data Exchange, as set forth below;

WHEREAS, as a condition of participating in the Data Exchange, each participating
organization voluntarily agrees to sign this E-MOU; comply with all applicable law and the policies,
standards, and guidelines of the Partners and the Coordinating Committee; and either abide by the
decisions of the Coordinating Committee or chose to unilaterally and voluntarily terminate their
participation in the Data Exchange;

NOW, THEREFORE, for and in consideration of the mutual covenants herein contained, the
participating organizations hereto mutually agree to the provisions set forth in this E-MOU.

1. Definitions. For the purposes of this E-MOU, the following terms shall have the meaning
ascribed to them below. All defined terms are capitalized throughout this E-MOU.

a. Applicable Law shall mean all applicable federal and state laws and regulations.

b. Applicant shall mean potential Partner new to the Data Exchange. On-boarding new
partners shall be in accordance with Appendix 1 and Appendix 2 of this E-MOU.

c. Authorization shall have the meaning and include the requirements set forth at 45 CFR
§ 164.508 and include any similar but additional requirements under Applicable Law,
including Virginia Code § 32.1-127.1:03(G). Authorization shall be confirmed by
execution of the Uniform Authorization to Exchange Information form or some other
written authorization that meets the requirements of Applicable Law that applies to the
Organization providing the data.
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Breach shall mean all known incidents that threaten the security of the
Commonwealth's databases and data communications resulting in exposure of data
protected by federal or state laws, or other incidents compromising the security of the
Commonwealth's information technology systems with the potential to cause major
disruption to normal organization activities.

Changes shall mean Developmental Changes and Compliance Changes. Changes shall be
managed in accordance with Appendix 5 of this E-MOU.

Citizen shall mean an individual whose personal information is maintained by a
participating organization and subject to exchange with participating organizations.

Common Partner Resources shall mean software, utilities and automated tools made
available for use in connection with the exchange of Data pursuant to this E-MOU and
which have been designated as "Common Partner Resources” by the Coordinating
Committee. Partners that make resources available to be shared are responsible for
ensuring compliance with Applicable Laws and Vendor licensing requirements.

Commonwealth Authentication Service (or comparable Virginia Information
Technologies Agency (VITA) approved credentialing service) shall mean the enterprise
solution developed by the Virginia Department of Motor Vehicles for the purpose of
validating a Citizen’s identity and assigning credentials based on the Citizen’s validated
identity.

Data shall have the same meaning as "personal information” set forth in Virginia Code §
2.2-3801 when dealing with information about a Citizen.

Data Exchange Service shall mean software programs that serve to securely and safely
share data between approved Partners. Requirements for Data Exchange Services are
defined in Appendix 1 and Appendix 2 of this E-MOU.

Data Request shall mean a request for data made by one Partner to another and
defined by an approved E-MOU Specification.

Data, Test shall mean Data created by a Partner in accordance with the Validation Plan
and used by the Partner, or by other Partners, for Testing purposes in a Test
environment. Test Data in a Test environment shall not contain personally identifying
information.

. Data Transmittal shall mean an electronic exchange of Data between Partners using

agreed upon Specifications.

Digital Credentials shall mean a mechanism, such as a public-key infrastructure, that
enables Partners to electronically prove their identity and their authority to conduct
data transmittal with other Partners.

Discloser shall mean a Partner that discloses Data to another Partner through a
transmittal in any format.

Commonwealth of Virginia November 2, 2015
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Dispute or Disputed Matter shall mean any controversy, dispute, or disagreement
arising out of or relating to this E-MOU.

Effective Date shall mean the date of execution of this E-MOU, as recorded by the
Coordinating Committee.

Emergent Specifications shall mean the technical specifications that existing and/or
potential Partners are prepared to implement to test the feasibility of the Specifications,
to identify whether the Specifications reflect an appropriate capability for the Partners,
and assess whether the Specifications are sufficient to add as a production capability
available to the Partners.

Information Technology Service Provider or ITSP shall mean a company or other
organization that will support one or more Partners by providing them with
operational, technical, or information technology services.

Notice or Notification shall mean a written communication, unless otherwise specified
in this E-MOU, sent to the appropriate Partner’s representative, at the address listed
with the Coordinating Committee, in accordance with the other policies and procedures
attached to this E-MOU.

Operational Measures or Operational Data shall mean information pertaining to the
volume and performance of Data Transmittals pursuant to this E-MOU; such as activity
counts, performance measures, uptime metrics, error rates, connection metrics and
other indicators of activity. It does not include citizen specific data.

Partner shall mean any organization that is a signatory to this E-MOU.

. Partner Access and Disclosure Policies shall mean those policies and procedures of a

Partner that govern a User’s ability to access, exchange, and transmit Data using the
Partner’s System, including privacy and security policies.

Publisher shall mean a Partner that discloses Data to another Partner through Data
Exchange Service.

User shall mean any person who has been authorized to conduct Data Transmittal
through the respective Partner’s System in accordance with the Partner's Access and
Disclosure Policies and Applicable Law.

Specifications shall mean the Specifications established by Applicable Law or adopted
by the Coordinating Committee that prescribe the Data content, technical, and security
requirements needed to enable the Partners to Transmit Data. Specifications may
include, but are not limited to, specific standards, services, and policies applicable to
Data Transmittal pursuant to this E-MOU. The specification requirements are attached
hereto as Appendix 1 and Appendix 2 , and may be amended in accordance with
Appendix 5. This E-MOU shall not be deemed to supersede any Partner’s obligations (if
any) to comply with Specifications promulgated or established by the Secretary of
Technology and the Commonwealth’s Chief Information Officer pursuant to § 2.2-225
and § 2.2-2007 of the Code of Virginia.

Commonwealth of Virginia November 2, 2015
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bb.

CC.

dd.

ee.

Subscriber shall mean a Partner that receives Data from another Partner through a
Data Exchange Service.

System shall mean the software, portal, platform, or other electronic medium controlled
by a Partner through which the Partner conducts its Data Transmittal related activities.
For purposes of this definition, it shall not matter whether the Partner controls the
software, portal, platform, or medium through ownership, lease, license, or otherwise.

Testing shall mean the tests and demonstrations of a Partner’s System and processes
used for interoperable Data Transmittal to assess conformity with the Specifications
and Validation Plan.

Transmit, Transmittal or Transmitting shall mean, in varying tenses, to disclose Data
electronically using the Specifications.

Validation Plan shall mean the framework for Testing and demonstrations for parties
seeking to become Partners. The Validation Plan is attached hereto as part of Appendix
1, and as amended in accordance with Appendix 5.

Coordinating Committee.

a.

Formation of the Coordinating Committee. To support secure Data Transmittal, the
Partners agree to establish a Coordinating Committee, which shall develop the
Specifications, including Emergent Specifications, with which the Partners shall comply
in Transmitting Data pursuant to this E-MOU.

Composition of the Coordinating Committee. The Coordinating Committee shall be
composed of senior leaders or their designees from each of the Partner organizations. A
majority of voting Committee members shall select a Committee Chairman and Vice-
Chairman to serve an annual term coinciding with the Effective Date of this E-MOU.
Nominees for Chairmain and Vice-Chairman must come from voting members within
agencies of the Health and Human Resources, Public Safety, Commerce and Trade,
Technology or Transportation Secretariats. A Committee Chairman and Vice-Chairman
can serve successive terms.

Staff Support for Coordinating Committee. The Partners agree to designate support
staff from their own organizations as required to provide a sufficient degree of support
needed to carry out the activities of the Coordinating Committee as described in Section
3 and throughout this E-MOU.

Recorder - Role. The Recorder shall serve the Coordinating Committee by facilitating
and archiving requests made by the Partners. For example: administering on-boarding
requests from new Partners to join the Data Exchange; distributing Suspension or
Termination notifications to Partners; coordinating requests to amend this E-MOU and
administering requests to change Data Exchange Services. Unless otherwise noted in
this E-MOU, the Recorder shall be the primary point of contact for the Coordinating
Committee; receiving and sending communications on behalf of the body.

Commonwealth of Virginia November 2, 2015
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e. Recorder - Selection and Term. A majority of the voting Committee members shall
select the Recorder from voting members within agencies of the Health and Human
Resources, Public Safety, Technology or Transportation Secretariats.. The duties of the
role may be delegated to a staff member of the elected Partner. The Recorder serves a
term of one year and can serve successive terms.

f. Subcommittees. The Chairman of the Coordinating Committee shall be authorized to
form subcommittees to support Data Transmittal pursuant to this E-MOU.
Subcommittees shall consist of one (1) representative from each of the Partner
organizations, as designated by the organization’s senior leader. Subcommittee
members may include the organization Chief Information Officers (CIO), Information
Security Officers (ISO) or other designee, as determined by the organization’s senior
leader.

g. Auditor of Public Accounts Representative. The Auditor of Public Accounts may
appoint an ex-officio, non-voting representative to serve on the Coordinating
Committee.

3. Coordinating Committee Responsibilities. The Partners agree that the Coordinating
Committee will conduct the following activities:

a. Maintaining a list of all E-MOU Partners, their designated representative(s) and their
preferred contact information where they can be reached. Such contact information
shall be made accessible by the Coordinating Committee to all E-MOU Partners by
posting on a website. The Coordinating Committee shall request that VITA maintain a
website that is accessible to all E-MOU Partners, Members of the Coordinating
Committee, and any other stakeholders that the Coordinating Committee determines
shall have access. Initially, this information will be deployed under the eHHR site at
https://dssshare.virginia.gov/sites/eHHRprogram;

b. Receiving reports of Breaches, notifying Partners of Breaches, receiving confirmation
from Partners when the security of their Systems have been restored after Breaches,
and notifying Partners when all issues leading to a Breach have been resolved.
Notification of a Breach to the Coordinating Committee does not relieve the Partner of
its responsibilities under Applicable Law, including required notifications that a Breach
has occurred;

c. Suspending or terminating Partners in accordance with Appendix 3 of this E-MOU;

d. Resolving Disputes between Partners in accordance with this E-MOU;

e. Managing the amendment of this E-MOU in accordance with Appendix 4 of this E-MOU;

f. Developing, evaluating, prioritizing, and adopting Specifications, including Emergent
Specifications, changes to such Specifications and the artifacts required by the
Validation Plan in accordance with Appendix 1 and Appendix 2 of this E-MOU. Any

Specifications developed shall be consistent with Applicable Law, any data or technical
standards for information technology adopted by VITA Data Governance, the Secretary

Commonwealth of Virginia November 2, 2015
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of Technology, and any policies, procedures, and standards developed by the
Commonwealth's Chief Information Officer for the protection of Data;

Maintaining a process for managing versions of the Specifications, including migration
planning;

Evaluating requests for the introduction of Emergent Specifications into the Production
environment used by the Partners to Transmit Data;

Coordinating with VITA Data Governance, the Secretary of Technology and
Commonwealth’s Chief Information Officer to ensure the interoperability of the
Specifications with other initiatives regarding data exchange including, but not limited
to, providing input into Information Technology Resource Management policies,
standards and guidelines;

Performing impartial review of Partners compliance with the Specifications as defined
in Appendix 1 and Appendix 2 of this E-MOU; and

Fulfilling all other responsibilities delegated by the Partners to the Coordinating
Committee as set forth in this E-MOU.

The Coordinating Committee shall meet regularly to perform their assigned
responsibilities. The regular working session schedule of the Coordinating Committee
will be administered by the Chairman. The Chairman may also schedule additional ad-
hoc working sessions of the Coordinating Committee when time-sensitive activities
must be completed before the next regularly scheduled session.

Use of Data.

a. Permitted Purpose. Partners shall only Transmit Data in accordance with Applicable

Law. Each Partner shall require that its Users comply with this Section.

Permitted Future Uses. Subscribers may retain and use Data in accordance with
Applicable Law and the Subscribers’s record retention policies and procedures.

Management Uses. The Coordinating Committee may request Operational Measures
from Partners, and Partners agree to provide requested measures in accordance with
Applicable Law, for the purposes listed in Section 13 of this E-MOU.

System Access Policies.

a. Autonomy Principle. Each Partner agrees to have Partner Access and Disclosure

Policies. Each Partner acknowledges that Partner Access and Disclosure Policies will
differ among them as a result of differing Applicable Law and business practices. Each
Partner agrees to be responsible for determining whether and how to Transmit Data
based on the application of its Partner Access and Disclosure Policies to the Data
contained in the Data Transmittal. Each Partner shall comply with Applicable Law, this
E-MOU, and all applicable Specifications in Transmittal of Data.

Commonwealth of Virginia November 2, 2015
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b. Authentication. Each Partner agrees to employ the Commonwealth Authentication
Service (or comparable VITA approved credentialing service) through which the
Partner, or its designee, uses the credentials issued pursuant to Section 6.a to verify the
identity of each User prior to enabling such User to Transmit Data.

Enterprise Security.

a. General. Each Partner agrees to be responsible for maintaining a secure environment
compliant with Commonwealth policies, standards and guidelines and other Applicable
Law that supports the Transmission of Data in compliance with the Specifications.
Partners shall use appropriate safeguards to prevent use or disclosure of Data other
than as permitted by this E-MOU and Applicable Law, including appropriate
administrative, physical, and technical safeguards that protect the confidentiality,
integrity, and availability of that Data. Appropriate safeguards shall be those required
by Applicable Law related to Data security. Each Partner agrees to, as appropriate
under Applicable Law, have written privacy and security policies, including Access and
Disclosure Policies, in place with VITA or locally before the Partner’s respective
Effective Date. To the extent permitted under Applicable Law, Partners shall comply
with any Specifications that define expectations with respect to enterprise security.

b. Malicious Software. Each Partner agrees to employ security controls that meet
applicable requirements defined in VITA ITRM Standards, including SEC501-07.01 (or
later) and VITA ITRM Guideline SEC515-00 (or later), so that Data Transmittal will not
introduce any viruses, worms, unauthorized cookies, trojans, malicious software,
“malware,” or other program, routine, subroutine, or Data designed to disrupt the
proper operation of a System or any part thereof or any hardware or software used by a
Partner in connection therewith, or which, upon the occurrence of a certain event, the
passage of time, or the taking of or failure to take any action, will cause a System or any
part thereof or any hardware, software or Data used by a Partner in connection
therewith, to be improperly accessed, destroyed, damaged, or otherwise made
inoperable.

Equipment and Software. In accordance with Applicable Law, each Partner shall be
responsible for procuring, and assuring that its Users have or have access to, all equipment
and software necessary for it to Transmit Data. Each Partner shall ensure that all computers
and electronic devices owned or leased by the Partner used to Transmit Data are properly
configured, including, but not limited to, the operating system, web server, and Internet
connectivity. Partners shall ensure that System solutions that enable Citizens to input their
personal data as part of the solution workflow are compliant with the Specifications.

Auditing. Each Partner shall, through its agents, employees, and independent contractors,
have the ability to monitor and audit all access to and use of its System related to this E-
MOU, for system administration, security, and other legitimate purposes. Each Partner shall
perform those auditing activities required by the Specifications.

Specifications.

Commonwealth of Virginia November 2, 2015
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10.

a. General Compliance. Each Partner shall comply with all of the Specifications under this

E-MOU, and identified hereto as Appendix 1 and Appendix 2, unless compliance would
be a violation of Applicable Law.

Adoption of Specifications. The Partners hereby acknowledge the role of the
Coordinating Committee as the mechanism whereby the Partners jointly adopt new
Specifications, and that the Coordinating Committee may adopt amendments to, or
repeal and replacement of, the Specifications at any time, as outlined in Appendix 5 of
this E-MOU. Specifications should be in compliance with the appliciable template
defined in Appendix 1 and Appendix 2.

Specification Amendment Process. The Specifications shall be amended as set forth in
Appendix 5 of this E-MOU.

Expectations of Partners.

a. Minimum Requirements for Partners Regarding Data Requests.

1. All Partners that make Data Requests, or allow their respective Users to make Data
Requests, shall have a corresponding reciprocal duty to respond to Data Requests. A
Partner shall fulfill its duty by either (i) responding to the Data Request with the
requested Data, or (ii) responding with a standardized response that indicates the
Data is not available or cannot be exchanged. Data Transmittals in response to Data
Requests shall comply with the Specifications, this E-MOU, applicable Partner
Access and Disclosure Policies, any applicable agreements between Partners and
their Users, and Applicable Law. Partners must be approved to request data from
the specified Data Exchange Service as defined in Appendix 1 and Appendix 2.

Nothing in this E-MOU shall require a Data Transmittal that would violate
Applicable Law.

2. Each Partner that makes Data Requests, or allows its respective Users to make Data
Requests, shall Transmit Data with all other Partners, in accordance with Sections 6,
12 and 14 of this E-MOU. If a Partner desires to stop Transmitting Data with another
Partner based on the other Partner’s acts or omissions in connection with this E-
MOU, the Partner may temporarily stop Transmitting Data with such Partner to the
extent necessary to address the Partner’s concerns and to the extent allowed or
required by Applicable Law. If any such cessation occurs, the Partner shall provide a
Notification to the Coordinating Committee of such cessation and the reasons
supporting the cessation. The Partners shall submit the Dispute leading to the
cessation through the Dispute Resolution Process. If the cessation is a result of a
Breach that was reported to, and deemed resolved pursuant to Appendix 6, the
Partners involved in the Breach and the cessation agree to engage in the Dispute
Resolution Process in an effort to attempt to reestablish trust and resolve any
security concerns arising from the Breach.

Users and Information Technology Service Provider (ITSPs). Each Partner shall
require that all of its Users and ITSPs Transmit Data only in accordance with the terms
and conditions of this E-MOU, including without limitation those governing the
authorization, use, confidentiality, privacy, and security of Data.

Commonwealth of Virginia November 2, 2015
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11. Specific Duties of a Partner When Transmitting Data. Whenever a Partner Transmits
Data to another Partner or User, the Transmitting Partner shall comply with:

a. Submittal of Data. Transmit Data in compliance with Applicable Law, this E-MOU, the
applicable Partner Access and Disclosure Policies, and the applicable Specifications.

b. Authorization. If Applicable Law requires an Authorization from the individual who is
the subject of the Data in order to exchange the Data, the requesting Partner shall
provide an Authorization that meets all requirements of Applicable Law.

12. Privacy and Security.

a. Applicability of Privacy and Security Regulations. To maintain the privacy,
confidentiality, and security of Data, each Partner shall comply with Applicable Law,
Applicable Partner Access and Disclosure Policies, the Specifications, and this E-MOU.

b. Safeguards. In accordance with Sections 7, 8 and 9, Partners shall use reasonable and
appropriate administrative, physical, and technical safeguards and comply with the
Specifications to protect Data and to prevent use or disclosure of Data other than as
permitted by Section 4 of this E-MOU.

c. Breach Notification. Partners shall report to the Commonwealth’s Chief Information
Officer all known incidents that threaten the security of the Commonwealth's databases
and Data communications resulting in exposure of Data protected by federal or state
laws, or other incidents compromising the security of the Commonwealth's information
technology systems with the potential to cause major disruption to normal organization
activities. Such reports shall be made to the Chief Information Officer within 24 hours
from when the Partner discovered or should have discovered the occurrence. Partners
shall also comply with any Applicable Law regarding Breaches, including Virginia Code §
18.2-186.6. Policies and Procedures for Breach Notification have been provided in
Appendix 6.

d. Conflict of Obligations. This Section shall not be deemed to supersede a Partner’s
obligations (if any) under relevant security incident, breach notification or
confidentiality provisions of Applicable Law.

e. Conflict of Compliance. Compliance with this Section shall not relieve Partners of any
other security incident or Breach reporting requirements under Applicable Law
including, but not limited to, those related to Citizens.

13. Responsibilities of the Partners. Each Partner hereby agrees to the following:

a. Data Requested by the Coordinating Committee. Except to the extent prohibited by
Applicable Law, each Partner has provided, and agrees to continue to provide, the
Coordinating Committee with all Operational Measures reasonably requested by the
Coordinating Committee and needed by the Coordinating Committee to discharge its
duties under this E-MOU or Applicable Law. Any Operational Measures provided by a

Commonwealth of Virginia November 2, 2015
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Partner to the Coordinating Committee shall be responsive and accurate. Each Partner
agrees to provide Notice to the Coordinating Committee if any Operational Measures
provided by the Partner to the Coordinating Committee materially changes. Each
Partner agrees to cooperate in the confirmation or other verification of the
completeness and accuracy of any Operational Measures provided. At any time, each
Partner agrees to cooperate with the Coordinating Committee in such requests, given
reasonable prior Notice. If a Partner cannot in good faith provide Operational Measures
as requested by the Coordinating Committee, the Partner may ask for relief from the
request as defined in the Dispute Resolution Process.

Execution of the E-MOU. Each Partner shall execute this E-MOU and return an
executed copy of this E-MOU to the Coordinating Committee. In doing so, the Partner
affirms that it has full power and authority to enter into and perform this E-MOU and
has taken whatever measures necessary to obtain all required approvals or consents in
order for it to execute this E-MOU. The representatives signing this E-MOU on behalf of
the Partners affirm that they have been properly authorized and empowered to enter
into this E-MOU on behalf of the Partner. The organization’s senior leader shall be the
representative authorized to sign on behalf of the Partner organization.

VITA shall maintain the E-MOU documents in an on-line, printable, version-controlled
location that is accessible to all Partners, Members of the Coordinating Committee, and
any other stakeholders that the Coordinating Committee determines require access.

Compliance with this E-MOU. Except to the extent prohibited by Applicable Law, each
Partner shall comply fully with all provisions of this E-MOU.

Agreements with Users. Each Partner shall have established agreements with each of
its Users that require the User to, at a minimum: (i) comply with all Applicable Law; (ii)
reasonably cooperate with the Partner on issues related to this E-MOU; (iii) Transmit
Data only for a permitted purpose; (iv) use Data received from another Partner or User
in accordance with the terms and conditions of this E-MOU; (v) within 24 hours after
determining that a Breach occurred, User will report such Breach to the Partner who in
turn will report to the Commonwealth’s Chief Information Officer in accordance with §
2.2-603, Code of Virginia; and (vi) refrain from disclosing to any other person any
passwords or other security measures issued to the User by the Partner.
Notwithstanding the foregoing, for Users who are employed by a Partner or who have
agreements with the Partner which became effective prior to the Effective Date,
compliance with this Section may be satisfied through written policies and procedures
that address items (i) through (vi) of this Section so long as the Partner can document
that there is a written requirement that the User must comply with the policies and
procedures.

Agreements with Vendors. To the extent that a Partner uses vendors in connection
with the Partner’s Transmittal of Data, each Partner affirms that it has established
agreements with each of its vendors, including ITSPs, that require the vendor to, at a
minimum: (i) comply with Applicable Law; (ii) protect the privacy and security of any
Data to which it has access; (iii) as soon as reasonably practicable after determining that
a Breach occurred, report such Breach to the Partner; and (iv) reasonably cooperate
with the other Partners to this E-MOU on issues related to this E-MOU, under the

Commonwealth of Virginia November 2, 2015
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g.

direction of the Partner. These agreements include, but are not limited to, Memoranda
of Understanding between Partners and the Virginia Information Technologies Agency.

Creation of Test Data. Certain Partners may agree to create Test Data to be used by
other Partners for testing. Any Test Data shall not contain personally identifying
information. Test Data shall be created in accordance with the Validation Plan and used
only within a Test environment.

Accuracy of Data. When Transmitting Data, each Partner hereby represents that at the
time of Transmittal, the Data it provides is (a) an accurate representation of the Data
contained in, or available through, its System, (b) sent from a System that employs
security controls that meet VITA standards so that the Data are intended to be free from
malicious software in accordance with Section 7.b, and (c) provided in a timely manner
and in accordance with the Specifications.

Use of Data. Each Partner shall use Data transmitted to it only in accordance with the
provisions of this E-MOU or as permitted or required by Applicable Law.

Compliance with Laws. Each Partner shall fully comply with all Applicable Law.

14. Treatment of Data.

a.

Hold in Confidence. Each Subscriber agrees to hold all personally identifying Data in
confidence and agrees that it shall not, during the term or after the termination of this E-
MOU, redisclose to any person or entity, nor use for its own business or benefit, any
such Data obtained by it in connection with this E-MOU, unless such use or redisclosure
is permitted by the terms of this E-MOU or permitted or required by Applicable Law.

15. Disclaimers.

a.

Reliance on a System. Each Partner acknowledges and agrees that: (i) the Data
provided by, or through, its System is drawn from numerous sources, (ii) the Data is
specific to the point in time when drawn, and (iii) it can only confirm that, at the time of
the Data Transmittal the Data are an accurate representation of Data contained in, or
available through, its System. Nothing in this E-MOU shall be deemed to impose
responsibility or liability on a Partner related to the clinical accuracy, content or
completeness of any Data provided pursuant to this E-MOU. The Partners acknowledge
that other Partners’ Digital Credentials may be activated, suspended or revoked at any
time or the Partner may suspend its participation; therefore, Partners may not rely
upon the availability of a particular Partner’s Data.

Carrier lines. All Partners acknowledge that the Transmittal of Data between Partners
is to be provided over various facilities and communications lines, and Data shall be
transmitted over local exchange and Internet backbone carrier lines and through
routers, switches, and other devices (collectively, “carrier lines”) owned, maintained,
and serviced by third-party carriers, utilities, and Internet service providers, all of
which may be beyond the Partners’ control. Provided a Partner uses reasonable security
measures, no less stringent than those directives, instructions, and specifications
contained in this E-MOU and the Specifications and Applicable Law, the Partners
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assume no liability for or relating to the integrity, privacy, security, confidentiality, or
use of any Data while it is transmitted over those carrier lines, which are beyond the
Partners’ control, or any delay, failure, interruption, interception, loss, Transmittal, or
corruption of any Data or other information attributable to Transmittal over those
carrier lines which are beyond the Partners’ control. Use of the carrier lines is solely at
the Partners’ risk and is subject to all Applicable Law. If a Breach occurs and it is
determined that it happened because of a Carrier issue, the Partner responsible for the
Data being transmitted is the responsible party for the Breach Notification.

Term, Addition, Suspension, Reinstatement and Termination.

a. Term. The initial term of this E-MOU shall be for a period of one year commencing on

the Effective Date. Upon the expiration of the initial term, this E-MOU shall
automatically renew for successive one-year terms unless terminated pursuant to this
Section.

Addition. On-boarding new partners shall be in accordance with Appendix 1 and
Appendix 2 of this E-MOU.

Suspension, Reinstatement or Termination. Suspensions, Reinstatements and
Terminations of Partners shall be in accordance with Appendix 3 of this E-MOU.

Effect of Termination. Upon any termination of this E-MOU for any reason, the
terminated party shall cease to be a Partner and thereupon and thereafter neither that
party nor its Users shall have any rights to participate in the Data Exchange. In the event
a Partner fails to comply with the policies, standards and guidelines of the Coordinating
Committee, or abide by the decisions of the Coordinating Committee, the Coordinating
Committee may revoke a Partner’s Digital Credentials, which will terminate the
Partner’s participation in the Data Exchange. Once the Coordinating Committee revokes
the Partner’s Digital Credentials, the Coordinating Committee shall provide Notice of
such revocation to the remaining Partners. In the event that any Partner(s) is
terminated, this E-MOU will remain in full force and effect with respect to all other
Partners. Any Partner terminated from this E-MOU shall consider executing alternate
data sharing agreements and where required by applicable law, shall do so.

Dispute Resolution Process.

a. General. If any Dispute arises between Partners, those Partners agree to commence

efforts to resolve such dispute in good faith via a designated subcommittee of the
Coordinating Committee. The subcommittee will be formed by the Coordinating
Committee within seven (7) business days after written notification of the Dispute. Any
Partner may submit written notification of a Dispute to the Coordinating Committee. If
the Disputed Matter has not been resolved by the subcommittee within thirty (30) days
after first having been referred to the subcommittee (or at any earlier time, if requested
by Partners who are parties to the Dispute), such Dispute may be referred to the
Chairman of the Coordinating Committee for resolution. Should the Chairman be a
leader of a Partner involved in the Dispute, the Chairman will recuse himself and defer
Dispute oversight duties to the Vice-Chairman. If a Disputed Matter is referred to the
Chairman and such Disputed Matter has not been resolved within thirty (30) days after
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b.

such Dispute was first referred to the Chairman (or such longer period as agreed to in
writing by the Partners who are parties to the Dispute), then the Disputed Matter shall
be simultaneously escalated to the Secretaries of Health and Human Resources, Public
Safety, Commerce and Trade, Technology, and Transportation for resolution. If the
Secretaries cannot agree on a resolution for the Disputed Matter, then the Secretaries
may escalate the Dispute and consult with the Governor’s Chief of Staff for final
resolution. Notwithstanding the provisions of this Section, at any time any participant
may unilaterally choose to voluntarily suspend or terminate their participation in the
Data Exchange in lieu of following the Dispute Resolution Process.

Activities during Dispute Resolution Process. Pending resolution of any Dispute
under this E-MOU, the Partners agree to fulfill their responsibilities in accordance with
this E-MOU, unless the Partner voluntarily suspends its right to Transmit Data, is
suspended by the Coordinating Committee, or exercises its right to cease Transmitting
Data.

Implementation of Agreed Upon Resolution. If, at any point during the Dispute
Resolution Process, all of the Partners to the Dispute accept a proposed resolution of the
Dispute, the Partners agree to implement the terms of the resolution in the agreed upon
timeframe.

Disputes between a Partner and the Coordinating Committee. If any Dispute arises
between a Partner and the Coordinating Committee, such Disputed Matter is escalated
to the Secretaries of Health and Human Resources, Public Safety, Commerce and Trade,
Technology, and Transportation for resolution. If the Secretaries cannot agree on a
resolution for the Disputed Matter, then the Secretaries may escalate the Dispute and
consult with the Governor’s Chief of Staff for final resolution. Notwithstanding the
provisions of this Section, at any time any Partner may unilaterally choose to voluntarily
suspend or terminate their participation in the Data Exchange in lieu of following the
Dispute Resolution Process.

Dispute Resolution before Suspension. Partners agree to address differences using
this Dispute Resolution Process as their initial method to resolve disagreements with
other Partners. A good faith effort should be made proactively to resolve differences
between Partners before the Coordinating Committee will consider interceding to
Suspend a Partner for failing to fulfill their E-MOU defined duties.

Notices.

a.

All Notices to be made under this E-MOU shall be given in writing to the authorized
Partner’s representative at the address listed with the Coordinating Committee, and
shall be deemed given: (i) upon delivery, if personally delivered; (ii) upon the date
indicated on the return receipt, when sent by the United States Postal Service Certified
Mail, return receipt requested; and (iii) if by facsimile telecommunication or other form
of electronic Transmittal, upon receipt when the Notice is directed to a facsimile
telecommunication number or electronic mail address listed with the Coordinating
Committee and the sending facsimile machine or electronic mail address receives
confirmation of receipt by the receiving facsimile machine or electronic mail address.
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19.

Miscellaneous/General.

a.

Governing Law. This E-MOU shall be governed by and construed in accordance with
the laws of the Commonwealth of Virginia.

Amendment. An amendment of the E-MOU may be recommended by agreement of at
least two-thirds of the Coordinating Committee. All Partners agree to sign an
amendment adopted in accordance with the provisions of this Section or terminate
participation in accordance with Appendix 3. Partners shall have the right to challenge a
Coordinating Committee recommendation to amend the E-MOU, with the challenge
being considered a Disputed Matter and resolved based on the Dispute Resolution
Process described in this E-MOU. Notwithstanding the provisions of this Section and
Appendix 3, at any time any Partner may unilaterally chose to voluntarily suspend or
terminate their participation in the Data Exchange in lieu of signing an amendment to
this E-MOU.

Entire E-MOU. This E-MOU, together with all Appendices and Attachments, constitutes
the entire agreement.

Validity of Provisions. In the event that any Section, or any part or portion of any
Section of this E-MOU, is determined to be invalid, void or otherwise unenforceable,
each and every remaining Section or part or portion thereof shall remain in full force
and effect.

Priority. In the event of any conflict or inconsistency between a provision in the body of
this E-MOU and any attachment hereto, the terms contained in the body of this E-MOU
shall prevail.

Headings. The headings throughout this E-MOU are for reference purposes only, and
the words contained therein may in no way be held to explain, modify, amplify, or aid in
the interpretation or construction of meaning of the provisions of this E-MOU. All
references in this instrument to designated “Sections” and other subdivisions are to the
designated Sections and other subdivisions of this E-MOU. The words “herein,” “hereof,”
“hereunder,” and other words of similar import refer to this E-MOU as a whole and not
to any particular Section or other subdivision.

Relationship of the Partners. Nothing in this E-MOU shall be construed to create a
partnership, relationship, or joint venture among the Partners. Neither the Coordinating
Committee nor any Partner shall have any authority to bind or make commitments on
behalf of another Partner for any purpose, nor shall any such Partner hold itself out as
having such authority. No Partner shall be held liable for the acts or omissions of
another Partner.

Effective Date. With respect to the first two Partners to this E-MOU, the Effective Date
shall be the date on which the second Partner executes this E-MOU. For all Partners
thereafter, the Effective Date shall be the date that the Partner executes this E-MOU.
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Counterparts. This E-MOU may be executed in any number of counterparts, each of
which shall be deemed an original as against the Partner whose signature appears
thereon, but all of which taken together shall constitute but one and the same
instrument.

Third-Party Beneficiaries. There shall exist no right of any person to claim a beneficial
interest in this E-MOU or any rights occurring by virtue of this E-MOU.

Force Majeure. A Partner shall not be deemed in violation of any provision of this E-
MOU if it is prevented from performing any of its obligations by reason of: (a) severe
weather and storms; (b) earthquakes or other disruptive natural occurrences; (c) power
failures; (d) nuclear or other civil or military emergencies; (e) terrorist attacks; (f) acts
of legislative, judicial, executive, or administrative authorities; or (g) any other
circumstances that are not within its reasonable control. This Section shall not apply to
obligations imposed under Applicable Law.

Time Periods. Any of the time periods specified in this E-MOU may be changed
pursuant to the mutual written consent of the Coordinating Committee and the affected
Partner(s).
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Appendix 5: Changed “now
aligned” to “not aligned”
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