
               
 

Form CMS-R-0235 (06/10) 

DEPARTMENT OF HEALTH AND HUMAN SERVICES 
CENTERS FOR MEDICARE & MEDICAID SERVICES 

INSTRUCTIONS FOR COMPLETING THE DATA USE AGREEMENT (DUA) FORM CMS-R-0235  

(AGREEMENT FOR USE OF CENTERS FOR MEDICARE & MEDICAID SERVICES (CMS)   

DATA CONTAINING INDIVIDUAL IDENTIFIERS) 

This agreement must be executed prior to the disclosure of data from CMS’ Systems of Records to ensure that 
the disclosure will comply with the requirements of the Privacy Act, the Privacy Rule and CMS data release 
policies. It must be completed prior to the release of, or access to, specified data files containing protected 
health information and individual identifiers. 

Directions for the completion of the agreement follow: 

Before completing the DUA, please note the language contained in this agreement cannot be altered in 
any form. 

• Firstparagraph,entertheRequestor’sOrganizationName. 

• Section#1,entertheRequestor’sOrganizationName. 

• Section#4entertheStudyand/orProjectNameandCMScontractnumberifapplicableforwhichthe 
file(s) will be used. 

• Section#5shoulddelineatethefilesandyearstheRequestorisrequesting.Specificfilenamesshouldbe 
completed. If these are unknown, you may contact a CMS representative to obtain the correct names 

 TheSystemofRecord(SOR)shouldbecompletedbytheCMScontactorProjectOfficer.TheSORis 
the source system the data came from. 

• Section#6,completebyenteringtheStudy/Project’santicipateddateofcompletion. 

• Section#12willbecompletedbytheUser. 

• Section#16istobecompletedbyRequestor. 

• Section#17,entertheCustodianName,Company/Organization,Address,PhoneNumber(includingarea 
code), and E-Mail Address (if applicable). The Custodian of files is defined as that person who will have 
actual possession of and responsibility for the data files. This section should be completed even if the 
Custodian and Requestor are the same. This section will be completed by Custodian. 

• Section#18willbecompletedbyaCMSrepresentative. 

• Section#19shouldbecompletedifyourstudyisfundedbyoneormoreotherFederalAgencies.The 
FederalAgencyname(otherthanCMS)shouldbeenteredintheblank.TheFederalProjectOfficer 
should complete and sign the remaining portions of this section. If this does not apply, leave blank. 

• Sections#20aAND20bwillbecompletedbyaCMSrepresentative. 

• Addendum,CMS-R-0235A,shouldbecompletedwhenadditionalcustodiansoutsidetherequesting  
organizationwillbeaccessingCMSidentifiabledata.  

OncetheDUAisreceivedandreviewedforprivacyandpolicyissues,acompletedandsignedcopywillbe 
senttotheRequestorandCMSProjectOfficer,ifapplicable,fortheirfiles. 

 1 



Form CMS-R-0235 (06/10) 2

 

                  

 

 

 

 

 

 

 

  

 

 

 

DEPARTMENT OF HEALTH AND HUMAN SERVICES 
CENTERS FOR MEDICARE & MEDICAID SERVICES 

Form Approved 

OMB No. 0938-0734 

DATA USE AGREEMENT 

DUA # 

(AGREEMENT FOR USE OF CENTERS FOR MEDICARE & MEDICAID SERVICES (CMS)   

DATA CONTAINING INDIVIDUAL IDENTIFIERS)  

CMSagreestoprovidetheUserwithdatathatresideinaCMSPrivacyActSystemofRecordsasidentifiedinthis 
Agreement.Inexchange,theUseragreestopayanyapplicablefees;theUseragreestousethedataonlyforpurposes 
thatsupporttheUser’sstudy,researchorprojectreferencedinthisAgreement,whichhasbeendeterminedbyCMSto 
provide assistance to CMS in monitoring, managing and improving the Medicare and Medicaid programs or the services 

providedtobeneficiaries;andtheUseragreestoensuretheintegrity,security,andconfidentialityofthedatabycomplying 
with the terms of this Agreement and applicable law, including the Privacy Act and the Health Insurance Portability and 

AccountabilityAct.InordertosecuredatathatresideinaCMSPrivacyActSystemofRecords;inordertoensurethe 
integrity,security,andconfidentialityofinformationmaintainedbytheCMS;andtopermitappropriatedisclosureanduse 
of such data as permitted by law, CMS and _________________________________________________ enter into this 

(Requestor)agreement to comply with the following specific paragraphs. 

U.S.DepartmentofHealthandHumanServices(HHS),and__________________________________________, 
1. ThisAgreementisbyandbetweentheCentersforMedicare&MedicaidServices(CMS),acomponentofthe 

(Requestor)hereinaftertermed“User.” 

2. ThisAgreementaddressestheconditionsunderwhichCMSwilldiscloseandtheUserwillobtain,use,reuse 
anddisclosetheCMSdatafile(s)specifiedinsection5and/oranyderivativefile(s)thatcontaindirectindividual 

identifiers or elements that can be used in concert with other information to identify individuals. This Agreement 

supersedes any and all agreements between the parties with respect to the use of data from the files specified 

insection5andpreemptsandoverridesanyinstructions,directions,agreements,orotherunderstandinginor 
pertaining to any grant award or other prior communication from the Department of Health and Human Services 

oranyofitscomponentswithrespecttothedataspecifiedherein.Further,thetermsofthisAgreementcanbe 
changed only by a written modification to this Agreement or by the parties adopting a new agreement. The parties 

agreefurtherthatinstructionsorinterpretationsissuedtotheUserconcerningthisAgreementorthedataspecified 
herein, shall not be valid unless issued in writing by the CMS point-of-contact or the CMS signatory to this 

Agreementshowninsection20. 

3. The parties mutually agree that CMS retains all ownership rights to the data file(s) referred to in this Agreement, and that 

theUserdoesnotobtainanyright,title,orinterestinanyofthedatafurnishedbyCMS. 

4.TheUserrepresents,andinfurnishingthedatafile(s)specifiedinsection5CMSreliesuponsuch 
representation, that such data file(s) will be used solely for the following purpose(s). 

Name of Study/Project 

CMS Contract No. (If applicable) 

 TheUserrepresentsfurtherthatthefactsandstatementsmadeinanystudyorresearchprotocolorproject plan 

submittedtoCMSforeachpurposearecompleteandaccurate.Further,theUserrepresentsthatsaidstudy 
protocol(s)orprojectplans,thathavebeenapprovedbyCMSorotherappropriateentityasCMSmaydetermine, 
representthetotaluse(s)towhichthedatafile(s)specifiedinsection5willbeput. 

 TheUseragreesnottodisclose,useorreusethedatacoveredbythisagreementexceptasspecifiedinan 
AttachmenttothisAgreementorexceptasCMSshallauthorizeinwritingorasotherwiserequiredbylaw,sell, 
rent,lease,loan,orotherwisegrantaccesstothedatacoveredbythisAgreement.TheUseraffirmsthatthe 
requesteddataistheminimumnecessarytoachievethepurposesstatedinthissection.TheUseragreesthat, 
withintheUserorganizationandtheorganizationsofitsagents,accesstothedatacoveredbythisAgreement 
shall be limited to the minimum amount of data and minimum number of individuals necessary to achieve the 

purpose stated in this section (i.e., individual’s access to the data will be on a need-to-know basis). 
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5. ThefollowingCMSdatafile(s)is/arecoveredunderthisAgreement. 

 

   File Years(s) System of Record 

 

                

  

 

 

              

6. Thepartiesmutuallyagreethattheaforesaidfiles(s)(and/oranyderivativefile(s)),includingthosefilesthat  
directlyidentifyindividualsorthatdirectlyidentifybiddingfirmsand/orsuchfirms’proprietary,confidential  

individuals,mayberetainedbytheUseruntil   ,hereinafterknownasthe“RetentionDate.” 
TheUseragreestonotifyCMSwithin30daysofthecompletionofthepurposespecifiedinsection4ifthe 
purposeiscompletedbeforetheaforementionedretentiondate.Uponsuchnoticeorretentiondate,whichever 
occurssooner,theUseragreestodestroysuchdata.TheUseragreestodestroyandsendwrittencertificationof 
thedestructionofthefilestoCMSwithin30days.TheUseragreesnottoretainCMSfilesoranypartsthereof, 

or specific bidding information, and those files that can be used in concert with other information to identify 

after the aforementioned file(s) are destroyed unless the appropriate Systems Manager or the person designated in 

section20ofthisAgreementgrantswrittenauthorization.TheUseracknowledgesthatthedateisnotcontingent 
upon action by CMS. 

 TheAgreementmaybeterminatedbyeitherpartyatanytimeforanyreasonupon30dayswrittennotice.Upon 
noticeofterminationbyUser,CMSwillceasereleasingdatafromthefile(s)totheUserunderthisAgreement 
andwillnotifytheUsertodestroysuchdatafile(s).Sections3,4,6,8,9,10,11,13,14and15shallsurvive 
termination of this Agreement. 

7. TheUseragreestoestablishappropriateadministrative,technical,andphysicalsafeguardstoprotectthe 
confidentialityofthedataandtopreventunauthorizeduseoraccesstoit.Thesafeguardsshallprovidealevel 
andscopeofsecuritythatisnotlessthanthelevelandscopeofsecurityrequirementsestablishedbytheOffice 
ofManagementandBudget(OMB)inOMBCircularNo.A-130,AppendixIII--SecurityofFederalAutomated 
Information Systems (http://www.whitehouse.gov/omb/circulars/a130/a130.html)aswellasFederal 
InformationProcessingStandard200entitled“MinimumSecurityRequirementsforFederalInformationand 
InformationSystems”(http://csrc.nist.gov/publications/fips/fips200/FIPS-200-final-march.pdf); and, Special 

Publication800-53“RecommendedSecurityControlsforFederalInformationSystems” (http://csrc.nist.gov/ 

publications/nistpubs/800-53-Rev2/sp800-53-rev2-final.pdf).TheUseracknowledgesthattheuseofunsecured 
telecommunications, including the Internet, to transmit individually identifiable, bidder identifiable or deducible 

informationderivedfromthefile(s)specifiedinsection5isprohibited.Further,theUseragreesthatthedatamust 
notbephysicallymoved,transmittedordisclosedinanywayfromorbythesiteindicatedinsection17without 
written approval from CMS unless such movement, transmission or disclosure is required by a law. 

8. TheUseragreestograntaccesstothedatatotheauthorizedrepresentativesofCMSorDHHSOfficeofthe 
InspectorGeneralatthesiteindicatedinsection17forthepurposeofinspectingtoconfirmcompliancewith 
the terms of this agreement. 
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9. TheUseragreesnottodisclosedirectfindings,listings,orinformationderivedfromthefile(s)specifiedinsection5, 
with or without direct identifiers, if such findings, listings, or information can, by themselves or in combination with 

other data, be used to deduce an individual’s identity. Examples of such data elements include, but are not limited to 

geographiclocation,ageif>89,sex,diagnosisandprocedure,admission/dischargedate(s),ordateofdeath. 

  TheUseragreesthatanyuseofCMSdatainthecreationofanydocument(manuscript,table,chart,study,report, 
etc.)concerningthepurposespecifiedinsection4(regardlessofwhetherthereportorotherwritingexpressly 
referstosuchpurpose,toCMS,ortothefilesspecifiedinsection5oranydataderivedfromsuchfiles)must 
adheretoCMS’currentcellsizesuppressionpolicy.This policy stipulates that no cell (e.g. admittances, 

discharges, patients, services) 10 or less may be displayed. Also, no use of percentages or other mathematical 

formulasmaybeusediftheyresultinthedisplayofacell10orless.BysigningthisAgreementyouherebyagree 
to abide by these rules and, therefore, will not be required to submit any written documents for CMS review. If 

you are unsure if you meet the above criteria, you may submit your written products for CMS review. CMS agrees 

tomakeadeterminationaboutapprovalandtonotifytheuserwithin4to6weeksafterreceiptoffindings.CMS 
may withhold approval for publication only if it determines that the format in which data are presented may result 

in identification of individual beneficiaries. 

10. TheUseragreesthat,absentexpresswrittenauthorizationfromtheappropriateSystemManagerortheperson 
designatedinsection20ofthisAgreementtodoso,theUsershallnotattempttolinkrecordsincludedinthe 
file(s)specifiedinsection5toanyotherindividuallyidentifiablesourceofinformation.Thisincludesattemptsto 
link the data to other CMS data file(s). A protocol that includes the linkage of specific files that has been approved 

inaccordancewithsection4constitutesexpressauthorizationfromCMStolinkfilesasdescribedintheprotocol. 

11. TheUserunderstandsandagreesthattheymaynotreuseoriginalorderivativedatafile(s)withoutpriorwritten 
approvalfromtheappropriateSystemManagerorthepersondesignatedinsection20ofthisAgreement. 

12. ThepartiesmutuallyagreethatthefollowingspecifiedAttachmentsarepartofthisAgreement: 

13. TheUseragreesthatintheeventCMSdeterminesorhasareasonablebeliefthattheUserhasmadeormayhave 
madeause,reuseordisclosureoftheaforesaidfile(s)thatisnotauthorizedbythisAgreementoranotherwritten 
authorizationfromtheappropriateSystemManagerorthepersondesignatedinsection20ofthisAgreement, 
CMS,atitssolediscretion,mayrequiretheUserto:(a)promptlyinvestigateandreporttoCMStheUser’s 
determinationsregardinganyallegedoractualunauthorizeduse,reuseordisclosure, (b) promptly resolve any problems 

identifiedbytheinvestigation;(c)ifrequestedbyCMS,submitaformalresponsetoanallegationofunauthorized 
use,reuseordisclosure;(d)ifrequestedbyCMS,submitacorrectiveactionplanwithstepsdesignedtoprevent 
anyfutureunauthorizeduses,reusesordisclosures;and(e)ifrequestedbyCMS,returndatafilestoCMSor 
destroythedatafilesitreceivedfromCMSunderthisagreement.TheUserunderstandsthatasaresultofCMS’s 
determinationorreasonablebeliefthatunauthorizeduses,reusesordisclosureshavetakenplace,CMSmayrefuse 
toreleasefurtherCMSdatatotheUserforaperiodoftimetobedeterminedbyCMS. 

  TheUseragreestoreportanybreachofpersonallyidentifiableinformation(PII)fromtheCMSdatafile(s),lossof 
thesedataordisclosuretoanyunauthorizedpersonstotheCMSActionDeskbytelephoneat(410)786-2580or 
by e-mail notification at cms_it_service_desk@cms.hhs.gov within one hour and to cooperate fully in the federal 

securityincidentprocess.WhileCMSretainsallownershiprightstothedatafile(s),asoutlinedabove,theUser 
shallbearthecostandliabilityforanybreachesofPIIfromthedatafile(s)whiletheyareentrustedtotheUser. 
Furthermore,ifCMSdeterminesthattheriskofharmrequiresnotificationofaffectedindividualpersonsofthe 
securitybreachand/orotherremedies,theUseragreestocarryouttheseremedieswithoutcosttoCMS. 
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14. TheUserherebyacknowledgesthatcriminalpenaltiesunder§1106(a)oftheSocialSecurityAct(42U.S.C. 
§1306(a)),includingafinenotexceeding$10,000orimprisonmentnotexceeding5years,orboth,mayapplyto 
disclosuresofinformationthatarecoveredby§1106andthatarenotauthorizedbyregulationorbyFederallaw. 
TheUserfurtheracknowledgesthatcriminalpenaltiesunderthePrivacyAct(5U.S.C.§552a(i)(3))mayapplyif 
it is determined that the Requestor or Custodian, or any individual employed or affiliated therewith, knowingly and 

willfullyobtainedthefile(s)underfalsepretenses.Anypersonfoundtohaveviolatedsec.(i)(3)ofthePrivacyAct 
shallbeguiltyofamisdemeanorandfinednotmorethan$5,000.Finally,theUseracknowledgesthatcriminal 
penaltiesmaybeimposedunder18U.S.C.§641ifitisdeterminedthattheUser,oranyindividualemployedor 
affiliated therewith, has taken or converted to his own use data file(s), or received the file(s) knowing that they 

werestolenorconverted.Undersuchcircumstances,theyshallbefinedunderTitle18orimprisonednotmore 
than10years,orboth;butifthevalueofsuchpropertydoesnotexceedthesumof$1,000,theyshallbefined 
underTitle18orimprisonednotmorethan1year,orboth. 

15. BysigningthisAgreement,theUseragreestoabidebyallprovisionssetoutinthisAgreementandacknowledges 
having received notice of potential criminal or administrative penalties for violation of the terms of the Agreement. 

16. OnbehalfoftheUsertheundersignedindividualherebyatteststhatheorsheisauthorizedtolegallybindtheUser 
to the terms this Agreement and agrees to all the terms specified herein. 

Name and Title of User (typed or printed) 

Company/Organization 

Street Address 

City State ZIP Code 

Office Telephone (Include Area Code) E-Mail Address (If applicable) 

Signature Date 

17. ThepartiesmutuallyagreethatthefollowingnamedindividualisdesignatedasCustodianofthefile(s)onbehalf 
oftheUserandwillbethepersonresponsiblefortheobservanceofallconditionsofuseandforestablishmentand 
maintenance of security arrangements as specified in this Agreement to prevent unauthorizeduse.TheUseragrees 
tonotifyCMSwithinfifteen(15)daysofanychangeofcustodianship. The parties mutually agree that CMS may 

disapprove the appointment of a custodian or may require the appointment of a new custodian at any time. 

  TheCustodianherebyacknowledgeshis/herappointmentasCustodianoftheaforesaidfile(s)onbehalfofthe 
User,andagreestocomplywithalloftheprovisionsofthisAgreementonbehalfoftheUser. 

Name of Custodian (typed or printed) 

Company/Organization 

Street Address 

City State ZIP Code 

Office Telephone (Include Area Code) E-Mail Address (If applicable) 

Signature Date 
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18. Thedisclosureprovision(s)thatallowsthediscretionaryreleaseofCMSdataforthepurpose(s)statedinsection4 
follow(s). (To be completed by CMS staff.) _________________________________________ 

19. Onbehalfof__________________________________theundersignedindividualherebyacknowledgesthat 
theaforesaidFederalagencysponsorsorotherwisesupportstheUser’srequestforanduseofCMSdata,agrees 
tosupportCMSinensuringthattheUsermaintainsandusesCMS’sdatainaccordancewiththe terms of this 

Agreement,andagreesfurthertomakenostatementtotheUserconcerningtheinterpretation of the terms of this 

Agreement and to refer all questions of such interpretation or compliance with the terms of this Agreement to the 

CMSofficialnamedinsection20(ortohisorhersuccessor). 

Typed or Printed Name Title of Federal Representative 

Signature Date 

Office Telephone (Include Area Code) E-Mail Address (If applicable) 

20. Thepartiesmutuallyagreethatthefollowingnamedindividualwillbedesignatedaspoint-of-contactforthe 
Agreement on behalf of CMS. 

  OnbehalfofCMStheundersignedindividualherebyatteststhatheorsheisauthorizedtoenterintothis 
Agreement and agrees to all the terms specified herein. 

Name of CMS Representative (typed or printed) 

Title/Component 

Street Address Mail Stop 

City State ZIP Code 

Office Telephone (Include Area Code) E-Mail Address (If applicable) 

A. Signature of CMS Representative Date 

B. Concur/Nonconcur — Signature of CMS System Manager or Business Owner Date 

Concur/Nonconcur — Signature of CMS System Manager or Business Owner Date 

Concur/Nonconcur — Signature of CMS System Manager or Business Owner Date 

According to the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number. 
The valid OMB control number for this information collection is 0938-0734. The time required to complete this information collection is estimated to average 30 minutes 
per response, including the time to review instructions, search existing data resources, gather the data needed, and complete and review the information collection. If 
you have any comments concerning the accuracy of the time estimate(s) or suggestions for improving this form, please write to: CMS, 7500 Security Boulevard, Attn: 
Reports Clearance Officer, Baltimore, Maryland 21244-1850. 
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