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 Finding A Way Forward

 Community Oriented Data Governance

 Crafting Consent to Build Trust

 Co-creating Enterprise Data Governance and 

Legal Framework

 Panel, Q&A Discussion
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Quality Framework for IDS
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See more at aisp.upenn.edu
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Why: 
The Four 
Questions



1. Is this legal?  

Authority and Access 
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Practice: 

Defining Access and Use to Determine Legality
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Why do you want to share and 
integrate data?

Who do you want to share it with, 
and who conducts the integration?

What type of data do you want to 
share and integrate?  (Is it open, 
restricted, or unavailable?)

How will you share the data? 



2. Is this ethical?  

Social License, Risk v. Benefit 
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3. Is this a good idea? 

Data availability, Resources, Action

• Are available data of sufficient quality to answer the question at hand?

• What action can be taken as a result of this analysis?

• How will programs/policies/lives be improved by this use of integrated data?

• What can reasonably be changed or improved based upon the findings? What 
cannot be changed?

• Has this question already been answered?

• Will the resources needed to conduct this integration yield more benefit than 
using these same resources for programmatic or direct funding?

• Who is conducting this integration and analysis? Do they have sufficient 
understanding of the program/policy/population that is being studied?

• Who is “asking” the question? Is this topic of interest to the broader community? 
Do community members, including those “in” the data, know about and support 
this work?
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4. How do we know? Who decides? 

Data governance

Data governance: The people, policies, and procedures that support how 
data are managed, used, and protected.
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Strong and inclusive data governance for cross-sector data sharing and 
integration should be:

• Purpose-, value-, and principle-driven
• Strategically located
• Collaborative
• Iterative
• Transparent
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How: 
The Legal 

Agreements



We suggest 

agreements that 

are:

Tiered

Standardized but 
flexible

Transparent and
Comprehensible
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How: 
Site examples
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State & 
Federal 
Laws



Tribal data sovereignty

• Tribal Data Sovereignty = inherent right of a nation to govern the ownership, 
collection, and use of its own data

• Tribes have the authority to administer the collection, use and ownership of their 
own data

• Tribes can enter into data sharing agreements with States

• Tribes are subject to plenary power of the United States
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Overview of appendices

• Appendix A- Federal Law and Policy

• Appendix B—Selected State & Tribal Laws, Policies and Rules

• Appendix C—Sample Executive Orders and Authorizing Legislation Facilitating 
Data Integration

• Appendices D-J—Sample Legal Agreements & Checklists

19

FIND IT ALL HOT OFF THE PRESS HERE: 
https://bit.ly/3bhQuqt



Questions? 

Amy Hawn Nelson, PhD Deja Kemp, JD

AISP Director of Training & Technical Assistance AISP Director of Legal Policy

ahnelson@upenn.edu dejak@upenn.edu

@hawnnelson @AISP_Penn

Check out our publications & quality framework: www.aisp.upenn.edu

Subscribe to our newsletter: https://bit.ly/signupAISPnewsletter
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Sydney Idzikowski
Associate Director, Institute for Social Capital

Community Oriented Data Governance



IS
C

Institute for Social Capital

Legal Framework



Survey & 
Research 
Services

Institute for 
Social Capital 

Outreach

ISC is a part of the UNC Charlotte Urban Institute

Community 
Indicators

Regional 
Policy

An applied research and community outreach center seeking solutions to the social, economic and 
environmental challenges facing our communities since 1969. As a part of the UNC Charlotte Urban Institute, ISC 
has additional research and support capacity.



Governance 
Documents



Security Policy
Describes ISC security and privacy 
agreements and procedures, including 
the incorporation of the latest data 
security advancements (use of cloud 
technology, for example). 

Enterprise Memorandum of 
Understanding (EMOU) 
Documents the shared ISC mission, 
purpose, and governance process and 
establishes buy-in to a shared 
community asset.

Data Sharing Agreement
Describes the terms of data sharing with 

each data partner and may include 
additional negotiated language specific 

to the partnership and organization.  

Data Use License
Outlines the legal terms of data use by 

approved end users. 



The legal 
documents exist, 
now what?



Established 
and secure

Shared resource 
for shared 

problem-solving 

Sustained and 
structured 
oversight

We take a relational approach to data sharing
and our governance documents reflect that.

The Messaging

Value-add for 
partners



Coordinate data 
deposit with 

“data person”

Relationship 
building and 
information 

sharing

DAROC 
onboarding

Data sharing involves multiple people. 
We engage with executives, people close to the data, and others for 
successful data sharing, oversight, and use. 

Review, 
negotiation, & 
execution of 
governance 
documents

Data onboarding 
process

Data Partner Onboarding



L. Thomas 9/10/19 (with thanks to LINC & Whitney Leboeuf)

ISC Data Use Process
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Thank you!

Sydney Idzikowski
Associate Director,

Institute for Social Capital
Sydney.Idzikowski@uncc.edu

704-687-1198

Lori Thomas
Executive Director,

Urban Institute | Institute for Social Capital
LoriThomas@uncc.edu

704-687-7037

Contacts:
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Richard Gold
Attorney & Consultant

Crafting Consent to Build Trust
(no slides)
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Paul Hogle
Associate General Counsel, NCDHHS

Co-creating Enterprise Data Governance and 
Legal Framework



There are 16 Divisions and Offices. 

This is what we are doing to make 

data sharing less painful. 
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Paul Hogle, Associate General Counsel and Chief 

Records Office, NCDHHS 

Amy Hawn Nelson, NCDHHS Data Office and 

Actionable Intelligence for Social Policy (AISP)
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2019

Staffing of 
Data Office

Data Strategy 
Development

2020

Data 
Landscape

ID key steps to 
improve data 
access and 
use

2021

Data Sharing 
Guidebook

Data Request 
Forms

Legal 
Framework
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November 2021

•Executed 
Intradepartmental 
Memorandum of 
Understanding 
(IMOU)

January-June 2022

• Draft Division 
and Office 
Specific Data 
Sharing 
Agreements

• Execute DSAs 

2022+

• On-going 
process 
improvement

• Demonstrated 
use cases 
across all of 
DHHS



NCDHHS Data Sharing Guidebook

We have developed a Data Sharing Guidebook, that includes:
• Department priorities for data access & use
• Overview of department roles that support data sharing and use to better understand 

purposes and best practices
• NCDHHS high value data asset inventory
• NCDHHS data request process for 9 common pathways, with operational requests being 

the most common
• General data classification guidance (open, restricted, unavailable)
• A legal framework for internal and external sharing and integration, including an overview 

of relevant federal and state statute and rules

Access NCDHHS Data Sharing Guidebook Here: 
https://www.ncdhhs.gov/about/administrative-offices/data-office/data-
sharing-guidebook
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We now have 
metadata, processes, 

forms, roles, and 
improved data flow
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Key Points:

• Ethical data use—including data use that centers racial equity—is only possible 
with strong data governance. 

• Framework is flexible (because legality of data access and use depends on a lot 
of things)

• Legal Counsel are guiding the use of the framework, at all times. This doesn’t 
take it “out of legal,” it just puts a clear process around when legal weighs in, and 
takes some work off their plate

• Data Owners have full control over the use of their data

• NCDHHS Data Office serves as a Shepherd or Midwife (whatever metaphor 
works for you). Not as a decision maker. We are process and support
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Questions? 

Paul Hogle, JD
Associate General Counsel & Chief Records Officer
North Carolina Department of Health & Human Services
Paul.Hogle@dhhs.nc.gov

Amy Hawn Nelson, PhD
AISP Director of Training & Technical Assistance
(member of NCDHHS Data Office since 2019)
ahnelson@upenn.edu
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Deja Kemp
Director of Legal Policy

Moderator



Panelist Q&A
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Closing Reflections
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Thank You
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